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Data integrity check

B Motivations
» Silent data corruption
» Data movement
B Checksumming
» Generate a signature for a dataset
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Scalability

B Traditional approaches
» Serial and file based
B File distribution on Spider 2*
» 50 million directories, half a billion files

File Count and Size Distribution
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Design goals

B Develop a parallel checksumming tool
» Use multiple processes/hosts to achieve horizontal scaling

B Generate signatures for large-scale datasets
» A two-step task:

® Generate a signature for each file
® Aggregate all the file-level signatures to a dataset-level signature

B The resulting design: fsum
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File-level signature vs chunk-level signature

B Increase parallelism: break files into chunks

Filo A ChunkO(fileA, 0)

Chunk1(fileA, 4MiB)

Chunking  Chunk2(fileA, 8MiB)

‘ Chunk3(fileA, 12MiB)

Chunk4(fileA, 16MiB)

Chunk5(fileA, 20MiB)
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Workload distribution

B Work stealing pattern

» An idle process sends out work request
» A busy process distributes its work queue equally
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Work stealing pattern

B Random work distribution
» Same/different number of processes

file A:C——1 file B: I file C: I

Po P p> P; Py Ps Ps p;
= === ==

Work distribution among 8 processes
Po P P D3
Work distribution among 4 processes

Po P P> P3

Work distribution among 4 processes, another execution

Sorted chunk-level checksums
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Aggregation of chunk-level signatures

B Two possible solutions:
» Hash list
» Merkle tree: hash tree

B Sorting is necessary!

Hash list 1| SO s1 s2 s3 s4 s5 s6 s7
Hash list 2| s4 s1 s3 s7 s2 s5 s6 sO
ab b6
a4 ab b4 b5
al al a2 a3 b0 b1 b2 b3
sO s1 s2 s3 s4 s5 s6 s7 s4 s1 s3 s7 s2 s5 s6 sO
Hash tree1 Hash tree2
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Bloom filter based signature aggregation approach

B Bloomfilter
» An array of bits, initialized to all Os
» Check membership
» Two operations: insert and query
B Configuration parameters
> Size:m
» Number of hash functions: k

m=10, k=3| 0 1 0 1 1 1 0 1 0 1

Insert{a,b} == \W
Query{a,c)== a |Inth . b

C Mothia Sed 'S eﬁ False positive error
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Bloom filter based signature aggregation approach

B Probabilistic nature: errors
» False negative error never happens

» False positive error - with a probability p:
® m: bloom filter size, n: number of elements
® Given n, larger m results in a smaller p.
® Give p, mincreases linearly with respect to n

p = e—ﬁ(ln 2)?
B Inp
= T i 2)2
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Bloom filter based signature aggregation approach

B Features
» Independent of insertion orders

wocoo <= ITHITITAT
SRR 111 11 11 1l

» Use OR result to represent the union of multiple sets

insert
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Bloom filter based signature aggregation approach

m PO: {(fle1chunk1, s), (file2chunk2, s), (file2chunk3, s), (file3chunk2, s)}

B P1: {(flelchunk2, s), (file1chunk3, s), (file2chunk1, s), (file3chunk4, s)}

B P2: {(flelchunk4, s), (file1chunk6, s), (file2chunk®6, s), (file3chunk3, s)}

B P3: {(fle1chunkb, s), (file2chunk4, s), (file2chunk5, s), (file3chunk1, s)}

B OR result
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Bloom filter based signature aggregation approach

B Parameter setting and error probability
» Error case: two different datasets have the same signature
» Suppose there are r different signatures
® () = {X1, X2, -, Xp) Cr) Cra1y ) Cn}

® CZ = {y1’ yZ’ S YT» CT" CT‘+1' ) CTL}
® Given r, the error probability is p?", p is false positive probability of bloom filter

» Worst case: r =1
® Number of errors follows a binomial distribution e~B(n, p?)
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Evaluation

B Two datasets
» Scientific datasets generated on Spider 2

_ Dataset 1 Dataset 2

Total size 5.39TiB 14.74TiB
Number of files 28,114,281 15,590
<__Average file size 205.83KiB 1.19GiB >
Chunk size 16MiB 64MiB
Number of chunks 28,343,725 251,629
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Evaluation

B Scalability test

» Higher process rate when using more processes, until bounded by

I/O bandwidth

» Handling large files is more efficient than handling small files,
potentially bounded by metadata retrieval in Lustre file system
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Evaluation

B Function verification

» Corrupt the dataset
® 100 times, corrupt a single byte in a single file each time

» Compare two signatures of the original and the corrupted dataset
> Results: all the signatures are different
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Evaluation

B Compare with related approaches
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Conclusions

B Present the design and implementation of scalable parallel
checksumming tool, fsum, for large scale datasets

B Design a bloom filter based signature aggregation approach and
analyze the relationship between error probability and parameter
selection

B Test on representative and real production datasets and demonstrate
that fsum exhibits near-linear scalability and is able to detect data
corruption

B fsum is both memory and time efficient than other approaches

Code available at github.com/olcf/pcircle
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Thanks!
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